Who Goes Here ?

Confidentiality of Location through Anonymity

Summary

Ian W. Jackson ijackson@chiark.greenend.org.uk Cambridge University Computer Laboratory / ORL April 1997

Initially, a specific problem in the security of location is presented: that of allowing the subjects of a particular location-tracking system to retain control over the distribution of the information about their location.

Prior work in the field of location hiding and traffic flow confidentiality is reviewed and discussed.

The social constraintswhich make the problem interestingand relevant are described, and the trust models and goals of the parties involved in the application area are discussed. The particular set of trust models and goals of interest for the research presented is stated.

The general nature of the problem, and the key difficulties in solving it, are identified. Several possible solutions are outlined. One of these solutions is chosen — the use of mix-based remailer networks, with some modifications — and the choice is justified with reference to the factors operating in the application area.

The cryptographic mechanisms required to implement this solution are discussed, and protocols are proposed which satisfy the application’s basic requirements for users’ control over their own location tracking information. More sophisticated requirements are discussed and some examples of mechanisms that could be used to implement them are presented, including an ‘anonymous certificate of location’. An attempt at formal analysis of these protocols is made; existing formal methods are shown to be inadequate, and a new logic for the analysis of protocols is presented. The new logic is shown to be useful in general, but still not to be able to express fully the concepts required to analyse the protocols proposed here.

The solution and protocols chosen are developed into a design for a practical system in the initial application area. The design has been partially implemented and tested. Measurements of the performance of this implementation of the practical system are presented and discussed.

The requirements for the mechanism by which users specify the security policies relating to information about their location are presented. A simple but general mechanism and language are proposed; some of their limitations are discussed. Possible weaknesses in and attacks against the system are described and evaluated, and the most likely failure modes identified.

The conclusions of the work are presented and future research directions suggested; other application areas which might benefit from similar technology are indicated.